
Aspek Keamanan Dan Kerahasiaan SI



Agenda

• Mengatur Akses (Access Control)
• Menutup Layanan (Service)
• Memasang Proteksi
• Pemantau Serangan
• Audit
• Backup



Mengamankan Sistem

• Password
– /etc/passwd
– /etc/shadow
– strong password

• Tutup service
– service [servicename] stop|start|restart
– /etc/init.d/[servicename] stop|start|restart
– kill pid



Mengamankan Sistem

• Lakukan Audit

– Log

• Backup



Mengamankan Sistem

• Firewall
• Monitoring System

– IDS
– IPS

• Monitoring Access
– Tripwire (Integrity Checking)




