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HIPAA was passed in 1996 and contains several rules, though for our purposes in this 

chapter, we will be concentrating on the privacy and security rules. In addition, in 2009, 

the Health Information Technology for Economic and Clinical Health Act (HITECH) went 

a step further, making the original privacy and security rules under HIPAA more 

stringent. HITECH also gives more power to federal and state government authorities to 

enforce the privacy and security rules. 

 

On March 26, 2013, the Omnibus Final Rule to the HITECH Act went into effect, with 

compliance required in September 2013. Changes included more enhancements to 

protecting patient privacy, additions to individual patient rights, and strengthening of the 

government’s ability to enforce the law. HIPAA was expanded to give more control over 

any covered entity’s business associates—for example, external coding consultants and 

software service providers. The Notice of Privacy Practices has been expanded, and 

the maximum penalty for violation of the law was increased to $1.5 million per violation.  

 

Related to HITECH, the breach notification standards have been enhanced. Examples 

of the enhancement in patient rights include the requirement that providers who utilize 

electronic health records must provide patients with their records in electronic form, 

when requested. In addition, patients who are paying for their services in cash may 

instruct the provider not to bill their insurance and not to divulge any information about 

the services to the patient’s health insurance carrier. 

 

The intent of both is to ensure that protected health information (PHI) is kept private and 

secure. They give patients the right to determine who sees their health information, but 

still give covered entities (healthcare providers, clearinghouses, or health insurance 

plans) the leeway to access the PHI needed to care for patients, collect payment for 

services rendered, and operate a business. Protected health information is any piece of 

information that identifies a patient—it includes a patient’s name, DOB, address, email 

address, and telephone number; the patient’s employer; any relatives’ names; the 

patient’s Social Security number and medical record number; account numbers tied to 

the patient’s account; the patient’s fingerprints; any photographs of the patient; and any 

characteristics about the patient that would automatically disclose his or her identity (for 

instance, “the governor of the largest state in the United States”). 

 

In addition, PHI includes the medical information that is tied to the person, including 

diagnosis, test results, treatments, and prognosis; documentation by the care provider 

and other healthcare professionals; and billing information. HIPAA states (and HITECH 

enhances) that only persons who have a need to know may have access to a patient’s 

PHI. And, to take it a step further, they are entitled only to access to the minimum 

necessary information required to do their jobs. An example would be a covered entity 



such as a health insurance company that is working on a claim for a patient who 

underwent coronary artery bypass three months ago. Unless the insurance company 

can prove otherwise, the minimum necessary information it needs is the supporting 

documentation related to the bypass surgery. The fact that the patient delivered a child 

in 1980 has nothing to do with the bypass surgery, and therefore the company does not 

need access to those records. 

There are many ways that facilities protect the privacy and confidentiality of their 

patients. Privacy is the right to be left alone. In other words, no one should infringe upon 

a patient’s time or personal space while being treated; that is why admissions 

departments and registration areas have partitions or cubicles, so that the patient has 

some privacy. Confidentiality is keeping a secret; in healthcare, it means keeping 

information about a patient to oneself. Patients have the right to expect that their 

medical information is going to be kept confidential. Written policies and ongoing 

education of staff are two very important aspects of complying with the HIPAA and 

HITECH rules. 

 

Privacy and confidentiality policies should address, at a minimum, 

a. Release (disclosure) of information to outside sources. PHI is released to outside 

entities only upon written authorization of the patient/legal representative (or as 

required by law) and release to inside sources (access) is only on a need-to-

know basis. The policy should also address exceptions. Let’s first look at internal 

access as an example. Cathy Hess was a patient on unit 3E of Memorial Hospital 

from May 3 to May 5. Suzanne Hess is a nurse who works at Memorial Hospital 

and is Cathy Hess’ sister-in-law. She does not work on 3E and did not take care 

of Suzanne. She did not have, does not have, and will not have a need to access 

Cathy’s health record. But, let’s say two months after Suzanne’s hospitalization, 

Cathy is on a committee that is auditing records for a study and Suzanne’s 

record happens to be one of the records in the sample. Cathy could ask one of 

the other reviewers to audit that particular record, but if Cathy does review 

Suzanne’s record, she is accessing the record within the scope of her job, and 

she does have a need know in that case. Internal access does not require an 

authorization from the patient, if there is a need to know. Outside access without 

the need for authorization of the patient/ personal representative. This includes 

access by an insurance company (for payment of the bill), by public health 

officials in cases of mandatory reporting (infectious diseases, for example), and 

by licensing and accrediting agencies. 

b. Release of directory information. Directory information includes the fact that 

the patient is in the hospital (or is being treated at an ambulatory facility) and his 

or her room number. However, if a patient does not want certain individuals (or 

anyone) to know that he or she is in the hospital or the location within the 



hospital, then the patient/legal representative would sign an authorization 

stipulating who can and cannot have access to that information. ∙ Written 

guidelines and examples of what is considered minimum necessary information 

by reason for the request 

c. Faxing of documentation—information that can and cannot be faxed and the 

protocol to be followed, should information be faxed to the wrong location 

d. Computer access and lockdown. Policy requires staff to lock their computers 

down (sign out) if they are going to be away from their desks for any length of 

time.  

e. Password sharing—makes it a disciplinary offense to share one’s password with 

another 

f. Computer screens—should be kept out of view of the public or anyone else who 

might have access to areas with computers 

g. Shredding any hard-copy documents (where applicable) rather than just 

discarding them in a waste paper basket 

h. Signing by patients of a Notice of Privacy Practices so that patients are aware 

of how their personal health information will be used. The Notice of Privacy 

Practices must be in writing and be signed by the patient/legal representative. It 

informs the patient how his or her health information will be used and the reasons 

it may be released, notifies the patient that he or she may view or have copies of 

the health record and may request amendments to it, and states the procedure 

for filing a complaint with the Department of Health and Human Services. 

i. Requirement that all staff (including care providers) sign a document committing 

themselves to keeping private and confidential the information that is written, 

spoken, or overheard about any and all patients Once a paper record is 

converted to an electronic one, the paper copy is no longer needed. It is best 

practice to destroy the paper copy, if the electronic version is considered the 

legal document, and the one upon which healthcare decisions are made. The 

paper record should be destroyed either by incineration or by shredding. An 

example of a shredding policy statement in an office that no longer keeps hard-

copy records (a “paperless environment”) is The electronic health record is the 

legal health record at Greensburg Medical Center. Printed copies should only be 

made when there is a need to refer to the printed document rather than the 

computerized image. Once the printed document is no longer needed, it is to be 

placed in one of the marked shred bins immediately. Shred bins are located in 

the business office and in the secure area of the front office. The only exception 

to this policy is the printed copies made for patients’ requests, or that are to be 

mailed by the Release of Information Specialist. 

 

 



In addition to the policies noted above, security-specific policies should address 

 

a. Password protection. Every computer user must have a unique code, or 

password, that is known (and used) only by the user. Passwords should not be 

easily discerned; for instance, the user’s birthdate, spouse’s name, child’s name, 

phone number, and the like would not be secure passwords. Instead, the 

password should be a combination of numbers, letters, and special characters 

(symbols), no less than six and no longer than eight characters in length, and the 

system should be set up to prompt users to change their password at least every 

90 days. Individual offices and facilities will set policies regarding their password 

configuration requirements. The software system in use will dictate some of the 

password constraints as well. 

b. Appointment of a security and/or privacy officer. Someone in the facility must be 

named as privacy and security officer, though these may be two different 

individuals. The privacy/security officer is ultimately responsible for setting, 

monitoring, updating, investigating, and enforcing all privacy and security 

policies. 

c. Log-in attempts. The system set-up should include automatic lock-out when a 

user attempts to log in a certain number of times (usually three) with the wrong 

password. The policy and procedure should also address how to regain access. 

No doubt you have already experienced this with online banking, a credit card 

company, or the learning management system at your college. 

d. Protection from computer viruses and malware. This should include the 

facility’s policy on downloading music or other attachments that may carry 

viruses and malware. A virus is a “deviant program, stored on a computer floppy 

disk, hard drive, or CD, that can cause unexpected and often undesirable effects, 

such as destroying or corrupting data. Malware comes in the form of worms, 

viruses, and Trojan horses, all of which attack computer programs” (Williams and 

Sawyer). In early 2016 several hospitals were plagued by computer malware. 

Though patient records were not accessed, MedStar Health near Washington, 

DC, was affected and the system’s users were not able to log in. This attack 

affected 250 outpatient locations and 10 hospitals. As a precaution, the health 

system sent patients to other facilities until the problem was resolved and the FBI 

was involved in the investigation (Cox, Turner, and Zapotsky).  

e. Security audits. A policy should be in place and carried out that requires random 

security audits to monitor access to patients’ records. Often, this may be done on 

a rotating basis so that all staff members (including providers) are audited 

periodically, or it may be done based on a random selection of patients in the 

database. Of course, the investigation of any rumored or known breaches should 

include a security audit. It is important that internal security audits be carried out, 



since the Officer of Inspector General (OIG) also carries out random audits of 

EHR system security vulnerabilities. 

f. Off-site access. With the use of current technology, many PMs and EHRs can be 

accessed via the Internet. Policies must dictate who can access remotely as well 

as what information can be viewed and/or edited remotely. 

g. Printing policies. The more information that is printed from the HER or PM 

software, the greater chance there is of unauthorized disclosure. 

h. Destruction policies. If paper copies of the electronic record are going to be 

made, then the destruction of those copies also needs to be addressed. The 

usual method of destruction is shredding, either externally by a destruction 

company or internally through use of portable shredders. Regardless of which is 

used, a policy must be addressed that states when paper copies are destroyed, 

how, by whom, and when. 

i. Detailed policies and procedures that address privacy or security incidents. 

Disciplinary action should be addressed in this policy as well. 

j. Staff education—requirement that all staff (including care providers) participate in 

continuing education opportunities to reinforce the laws governing privacy and 

security. 

k. Email. It is a part of everyday life, not just in our personal lives but in our work 

lives as well. Anything written in an email is protected information. However, it is 

not a secure means of communication, and the facility should adopt policies 

related to the sending and receiving of email messages, including what, if any, 

patient-related information can be sent via email. Like faxes, emails can go to the 

wrong individual, constituting a privacy breach. There must be a policy regarding 

patient-related emails or emails to or from patients—are they a part of the 

patient’s health record, and if so, how will the email become part of the record? 

Emails should be encrypted, which means the words are scrambled and can be 

read only if the receiver has a special code to decipher it, but encrypting still does 

not ensure total security. Encryption applies to any information that is 

electronically transmitted. 

 

Firewalls should also be used to deter access to the system by unauthorized 

individuals. Williams and Sawyer define a firewall as “a system of hardware and/or 

software that protects a computer or a network from intruders.”  

 

Hardware also has to be protected, and policies must be written to govern the security 

of hardware devices. Hardware includes desktop computers, laptop computers, hand-

held devices, and the like. These devices are always at risk for loss or theft. But to 

protect the information on a device, follow these simple rules: 



a. Always lock down (sign out of) the device when it is unattended, and require a 

password to log on. 

b. Never store the passwords to any of your hardware devices or sites on the 

computer. 

c. Back up files onto a CD, external hard drive, or flash drive. 

d. Encrypt PHI if policy allows health records to be stored on the device. 

e. Use the portable devices in a secure area—using one in the cafeteria and 

walking away to freshen your coffee is not secure. 

f. Wipe the hard drives of any computers that are taken out of use before recycling 

them or placing them in the trash. This is typically a responsibility of the IT 

department. 

 

Privacy and security need to be kept in mind at all times in any healthcare facility or 

practice. Not doing so, even unintentionally, may result in hefty fines. The new fines, as 

a result of the Omnibus Final Rule, are as follows: 

 
Healthcare organizations using an EHR must meet the HIPAA standards of privacy and 

confidentiality. In addition, states may have even more stringent rules. The American 

Recovery and Reinvestment Act of 2009 (ARRA), through HITECH, made the rules 

regarding privacy and security of electronic systems more stringent yet. Accounting of 

disclosures is a responsibility of healthcare facilities as a result of HITECH. Facilities 

must be able to provide a patient with a listing of disclosures, if requested; this is known 

as accounting of disclosures. Also, facilities with an EHR must be able to provide a 

patient with a listing of people who had access to his or her protected health information 

internally. This is known as an access report. The access report must contain the 

name of the individuals who accessed that person’s record, and also the names of 

persons who do not work at the facility who had access to the record. For instance, a 

hospital may grant a local nursing home admissions department the right to view the 

health record of a patient who is being considered for nursing home placement. 

 



This is required to assess whether or not the nursing home has the facilities needed to 

care for that patient, and it is part of the continuum of care; thus, it is a necessary 

release. The hospital would note, in the access report, that the patient’s PHI was 

released to a certain nursing home but would not be able to supply the names of the 

individual(s) who accessed it at the nursing home. 

 

Evaluating an EHR System for HIPAA Compliance 

According to the Office of the National Coordinator for Health Information Technology 

(ONC) website, “Health information technology (health IT) makes it possible for health 

care providers to better manage patient care through secure use and sharing of health 

information.” Health IT includes the use of electronic health records (EHRs) instead of 

paper medical records to maintain people’s health information. 

 

To better manage patient care using electronic means, however, it is necessary to 

comply with certain regulations. The HIPAA rules that address electronic health 

information are listed in Table 7.1. Regarding passwords, though longer passwords are 

more secure than shorter ones, the most secure passwords include a combination of 

letters (upper- and lowercase), symbols, and numbers. The password “summerday” is 

more secure than “summer,” for example, yet “summer18$#” is even more secure. 

Healthcare organizations set their own policies regarding the length and configuration of 

passwords. In a medical practice, it may be the office administrator who starts the 

search for EHR software and keeps in mind the requirements of a compliant system.  

 

Other individuals who should also be involved in researching, selecting, and 

implementing the EHR include a representative of care providers, a member of the front 

office (reception) staff, a clinical staff representative, health information staff, 

coding/billing staff, and an information technology (IT) professional who is an expert in 

the technological aspects of the software and hardware, networking, and interoperability 

of systems. This group should always keep in mind 

a. The required components of a compliant EHR 

b. The needs of the office or facility 

c. The intended budget for acquiring a system as well as yearly budget 

requirements 

d. Staff and training needs 

e.  The intent of the EHR—is it to interface with the existing PM system, or will an 

entirely new system that accomplishes both be purchased? 

f. The timeline—what is the target date for implementation? 

 



 



 

 

The Role of Certification in EHR Implementation 

There are many agencies that certify EHR software. Both the information technology 

(IT) and the health information technology (HIT) aspects of an EHR system must be 

taken into consideration, and during the process of assessing various systems and 

vendors, looking at certified EHR systems is a good place to start. 

 

CMS and the Office of the National Coordinator for Health Information Technology 

(ONC) have established standards and other criteria for structured data that EHRs must 

use in order to qualify for an incentive program to upgrade an existing EHR or purchase 

a new one. The ONC, through consultation with the Director of the National Institute of 

Standards and Technology, recognizes programs for this voluntary certification if they 

are in compliance with certification criteria (HHS: Proposed Establishment). 

 

The Healthcare Information and Management Systems Society (HIMSS) is an 

independent, nonprofit organization with the mission “To lead healthcare transformation 

through the effective use of health information technology” (HIMSS: About HIMSS). 

HIMSS and the American Health Information Management Association (AHIMA) 

are professional associations that are highly respected in the fields of Information 

Technology (IT) and Health Information Management (HIM). Each has myriad sources, 

references, guides, best practices, and practice briefs for use in the selection and 

implementation of an EHR, and both organizations highly value certification. 

 

Other current certifying agencies include InfoGard; Drummond Group, Inc.; and ICSA 

Labs. The Certified Health IT Product List (CHPL) can be found by performing an 

Internet search using those exact words. Selecting a product that is certified is good 

business practice and will save the office administration much of the legwork necessary 

to ensure selection of a product that not only meets the needs of the organization but 

has already been tested and proven to meet regulatory requirements. It is worth a 

student’s time to view this listing, select one or more products, and view the ONC 

criteria that have been met by each. 

 

Handling Sensitive and Restricted Access 

A health record contains not only pertinent clinical data but also information about a 

patient that may be considered embarrassing or make a patient uncomfortable, or is just 

very private. Examples are personal history data such as history of abortion or having 

given up a child for adoption, or history of drug or alcohol abuse. In these instances, a 

record may be marked as sensitive within Prime Suite or other EHR software so that 

extra care is taken when handling or releasing information. 



 

Though all health information is confidential and is not released unless a proper 

authorization is on file, as required by law, or for continuity of care, some health 

information is such that a higher level of confidentiality is vital, even from staff within an 

office or a hospital. Take, for instance, a patient who is well known to the office and in 

the community who has a diagnosis of a sexually transmitted disease. In this case, only 

the care provider and staff who absolutely have a need to know in order to care for the 

patient, or process the record for the insurance claim, would have access to that record. 

Perhaps the sister-in-law of that patient is a receptionist in the office—it would not be 

prudent for her to handle that particular record. 

 

Or consider another patient who is on an antidepressant but does not want the record 

open to the entire staff because one of the medical assistants in the office is a friend of 

hers. In both of these examples, the record might be marked as “sensitive” within Prime 

Suite, and access to those records may be limited to only a select few providers and 

staff within the practice; this is known as “restricted access” within Prime Suite. Many 

practices mark records of all their staff (and often any family members) as restricted 

access, and only the office manager controls access to providers and other staff 

members who have a need to know. 

 

Records of celebrities and other well-known individuals would also be considered 

sensitive and/or allow restricted access. A well-publicized case of a privacy breach 

involving George Clooney and his girlfriend occurred in 2007. The two were in a 

motorcycle accident and were taken to a New Jersey hospital. More than 20 staff 

members of that hospital were suspended for a month without pay due to accessing the 

pair’s health records without a need to know and without authorization. 

 

Data Integrity 

Data integrity refers to the accuracy and timeliness of data collection, and the 

consistency of the definitions used to collect the data. In addition, there is an 

expectation that there has been no manipulation of the data once the data have been 

collected and reported. To maintain data integrity, the healthcare facility must have strict 

policies regarding who may access data, the definition of a complete record, the 

accuracy of data, consistent applications of data dictionary definitions, and the 

timeliness of data entry. Think of it this way: If a patient is seen on Wednesday, but the 

documentation in the health record is not entered until Friday, how accurate do you 

think it will be? Or if one of the staff members instructs a patient to document his past 

surgical history but to include only surgeries done under general anesthesia in the past 

five years, yet the office policy shows a data dictionary definition of surgery as any 

procedure the patient has had while under local, regional, or general anesthetic at any 



time in the past, then how consistent are the data? What about a healthcare 

professional who finds a blood pressure reading of 152/80 in a patient yet enters it as 

140/80 and knowingly leaves it as is, figuring it is “close enough”? If you were a care 

provider using the information found in your EHR database, and you knew poor 

documentation practices were occurring, you would not have much faith in using those 

data, would you? Or if you were conducting a research study and knew that the data 

were flawed, how valid would the study be? In other words, any data found within the 

health record must be accurate, complete, and documented at the time of or as close to 

the time of occurrence as possible. 

 

 

Proteksi aset informasi adalah jenis perencanaan yang dimaksudkan untuk melindungi 

aset informasi dengan menggunakan teknik perlindungan aset informasi untuk 

membatasi akses user terhadap aset berharga tertentu, sementara beroperasi di dalam 

batas-batas hukum pemilik aset dan user. 

 

ALASAN PERLUNYA MEMPROTEKSI ASET INFORMASI 

• 50 an th yang lalu, komputer dan data merupakan hal yang jarang  

• Perangkat keras komputer merupakan barang berharga & keamanan fisik 

menjadi masalah utama.  

• Sekarang, komputer pribadi ada di mana-mana & portabel, sehingga lebih sulit 

untuk mengamankan secara fisik.  

• Komputer sering terhubung ke Internet.  

• Nilai data pada komputer sering melebihi nilai dari peralatan. 

• Aset informasi memiliki nilai finansial  

 Investasi SI/TI mahal. Penelitian Forrester Research, Inc. 

menunjukkan bahwa total investasi SI/TI secara global pada tahun 

2010 bernilai USD 1,6 triliun. 

• Masalah keamanan  

 Survey yang dilakukan CSI, 80% dari responden mengaku 

mengalami kerugian finansial yang disebabkan oleh terjadinya 

serangan 

• Salah satu isu utama dalam dunia bisnis adalah kurangnya manajemen yang 

tepat dalam aset informasi.  

 Hilangnya aset informasi merupakan bencana yang dapat 

mengakibatkan kerugian finansial.  

 

TUJUAN PROTEKSI ASET INFORMASI 

• memberikan persyaratan spesifik terhadap aspek-aspek keamanan 

informasi, yaitu:  



 kerahasiaan (confidentiality / privacy)  

 integritas (integrity)  

 otentifikasi (authentication)  

 ketersediaan (availability)  

 kontrol pengoperasian (access control)  

 non repudiation  

 aspek-aspek keamanan informasi 

• Confidentiality / Privacy  

• aspek yang menjamin kerahasiaan data atau informasi, 

memastikan bahwa informasi hanya dapat diakses oleh orang yang 

berwenang dan menjamin kerahasiaan data yang dikirim, diterima 

dan disimpan.  

• privacy    data privat  

• confidentiality data yg diberikan ke pihak lain dgn tujuan tertentu.  

• Integrity 

• aspek yang menjamin bahwa data tidak dirubah tanpa ada ijin pihak yang 

berwenang (authorized), menjaga keakuratan dan keutuhan informasi serta 

metode prosesnya untuk menjamin aspek integrity ini. 

• contoh : email yg mengalami intercept di tengah jalan 

Authentication  

• aspek yang berhubungan dengan suatu cara untuk menyatakan bahwa informasi 

betul-betul asli, orang yang mengakses dan memberikan informasi adalah betul-

betul orang yang dimaksud. 

• Membuktikan keaslian dokumen 

• Membuktikan user yang sah 

 

Availability  

• aspek yang menjamin bahwa data akan tersedia saat dibutuhkan, memastikan 

user yang berhak dapat menggunakan informasi dan perangkat terkait (aset 

yang berhubungan bilamana diperlukan). 

• Contoh hambatan : serangan yan 

•  

• g sering disebut dengan Denial of Service Attack (DoS Attack) 

Access Control   

• Kontrol pengoperasian system didasarkan pada struktur organisasional dari 

departemen operasi dan aktivitas dari unit yang ada dalam departemen 

tersebut.  

• Hal ini berhubungan dengan klasifikasi data (public, private, confidential, top 

secret) dan user (guest, admin, top manager, dsb) 

 



Non Repudiation 

• Aspek ini menjaga agar seseorang tidak dapat menyangkal telah melakukan 

sebuah transaksi.  

• Contoh : seseorang yang mengirimkan email untuk memesan barang, tidak 

dapat menyangkal bahwa dia telah mengirimkan email tersebut.  

 

Kasus Bocor Data Diplomatik 

• Wikileaks memiliki sebanyak 3.059 dokumen rahasia Amerika Serikat yang 

terkait Indonesia.  

• Dokumen dibuat dalam bentuk Congressional Research Service (CSR), yang 

biasanya menjadi dasar bagi Senat dan DPR AS dalam mengambil kebijakan.  

 
 



 
 

Informasi Bocor 

 
 

SMS Penipuan 

 



 
 

Pembobolan Internet Banking 

 

• Pembelian domain untuk situs plesetan dari www.klikbca.com 

• Domain yang dibeli: 

• wwwklikbca.com 

• kilkbca.com 

• clikbca.com 

• klickbca.com 

• klikbac.com 

http://www.klikbca.com/


 
 

 
 

Carding 

 

• Pembobolan 40 Juta Kartu Kredit dan Debit pelanggan swalayan TARGET di AS 

• peretasan antara 27/11 hingga 15/12 2013 

• Pembobolan Kartu Kredit Nasabah The Body Shop 

 



 
 

Alasan MENJADI HACKER 

 

• Wanna Be a Hacker 

• Mendapatkan popularitas 

• Ingin mendapat pujian 

• Kejahatan murni 

• Mata pencaharian 

 


